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Intro

• Cybersecurity architect

• 11+ years in IT&C

• 6+ years in cybersecurity

• Former Microsoft, former Entrust / ICY Security / Columbus, 

...and now Microsoft again.
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A Cybercrime That Changed the World
It started with a simple bank heist. 

But cybercriminals accidentally laid the foundation for cyberwarfare



A Cybercrime That Changed the World



The Rise of Cybercrime Empires

Cybercriminals evolve into billion-dollar operations



Cybercrime Meets Geopolitics

Nation-states weaponizing cyber gangs

The line between cybercrime and cyberwarfare blurs

NotPetya (2017): Disguised as ransomware but actually cyberwar



Cybercrime Meets Geopolitics

In June 2017, the NotPetya cyberattack, initially targeting Ukraine, rapidly spread worldwide, 

severely impacting numerous organizations, including the Danish shipping giant Maersk. 

The malware infiltrated systems through a compromised update of the Ukrainian tax software M.E.Doc, which 

was widely used by businesses operating in Ukraine. 

Once inside a network, NotPetya propagated swiftly, encrypting data and rendering systems inoperable. 

Maersk, having operations in Ukraine and utilizing the M.E.Doc software, became one of the most prominent 

international victims. 

The attack forced Maersk to halt operations temporarily, leading to significant disruptions in global shipping 

logistics. 

The company had to reinstall thousands of servers and workstations, a massive undertaking that highlighted 

the far-reaching consequences of cyberattacks originating from localized geopolitical conflicts. 
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Denim Tsunami
Austria

Ukraine

Russia

China

North Korea

Korea

Vietnam

Indonesia

Singapore

India

Iran

LebanonPalestinian 
Authority

Türkiye

Israel

Egypt

Threat actors with unknown country origin:
• Pistachio Tempest
• Storm-0257
• Storm-0300
• Storm-0302
• Storm-0609
• Storm-1339
• Storm-1957

N/A
• Pinstripe Lightning

Magenta Dust
Marble Dust

Blue Tsunami
Caramel Tsunami
Night Tsunami
Phlox Tempest

Storm-0867

Storm-1133
Amethyst Rain
Plaid Rain

Burgundy Sandstorm
Cotton Sandstorm
Crimson Sandstorm
Cuboid Sandstorm
Gray Sandstorm
Hazel Sandstorm
Lemon Sandstorm
Mango Sandstorm
Marigold Sandstorm
Mint Sandstorm
Peach Sandstorm
Pink Sandstorm
Pumpkin Sandstorm
Sefid Flood
Smoke Sandstorm
Storm-0133
Storm-0166
Storm-0270
Storm-0589
Storm-0699
Storm-0755
Storm-0784
Storm-0842
Storm-0861
Storm-1084
Storm-2035

Wisteria Tsunami

Fallow Squall

Storm-1167

Canvas Cyclone

Zigzag Hail

Citrine Sleet
Diamond Sleet
Emerald Sleet
Jade Sleet
Moonstone 
Sleet
Onyx Sleet
Opal Sleet
Pearl Sleet
Ruby Sleet
Sapphire Sleet
Storm-0530
Storm-1163

Antique Typhoon
Brass Typhoon
Brocade Typhoon
Canary Typhoon
Charcoal Typhoon
Checkered Typhoon
Cinnamon Typhoon
Circle Typhoon
Crescent Typhoon
Flax Typhoon
Gingham Typhoon
Granite Typhoon
Heart Typhoon
Hexagon Typhoon
Houndstooth Typhoon
Leopard Typhoon
Lilac Typhoon
Linen Typhoon
Mulberry Typhoon
Nylon Typhoon
Purple Typhoon
Raspberry Typhoon
Salmon Typhoon
Salt Typhoon
Satin Typhoon
Shadow Typhoon
Silk Typhoon
Swirl Typhoon
Taffeta Typhoon
Tumbleweed Typhoon
Twill Typhoon
Violet Typhoon
Volt Typhoon
Taizi Flood
Storm-0147
Storm-0219
Storm-0247
Storm-0337
Storm-0391
Storm-0601
Storm-0705
Storm-0848
Storm-0866
Storm-0940
Storm-1175
Storm-1197
Storm-1849
Storm-2077

Sangria Tempest
Storm-1607

Aqua Blizzard
Cadet Blizzard
Forest Blizzard
Ghost Blizzard
Midnight Blizzard

Seashell Blizzard
Secret Blizzard
Star Blizzard
Manatee Tempest
Periwinkle Tempest

Ruza Flood
Storm-0165
Storm-0390
Storm-0960
Storm-0978

Storm-1010
Storm-1516
Storm-1841
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Live Maps of Cybersecurity Attacks

https://attackmap.sonicwall.com/live-attack-map/ 

https://livethreatmap.radware.com/ 

https://threatmap.checkpoint.com/ 

https://threatmap.bitdefender.com/ 

https://attackmap.sonicwall.com/live-attack-map/
https://livethreatmap.radware.com/
https://threatmap.checkpoint.com/
https://threatmap.bitdefender.com/


Key Take Aways

Cyberwarfare is not science fiction—it’s happening now. The question is: Are we ready?"

Governments and organizations must take cybersecurity seriously.

Emerging Threats and Considerations

AI-Powered Cyberattacks: The integration of artificial intelligence into cyber operations 

could lead to more sophisticated and adaptive threats.

Quantum Computing and Cybersecurity: Advancements in quantum computing pose 

potential risks to current encryption standards, necessitating the development of 

quantum-resistant algorithms. 



Q&A + Something Extra

Link to download the investigation document: 
https://lnkd.in/d8_UNGHC

https://lnkd.in/d8_UNGHC
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