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= Typical Cybersecurity Criminals

A journey through 'Hackerville,' Romanian city with a

C O 8 https//www.politico.com/news/2019/12/05/russi= B reputation as a criminal hacker breeding ground
The Romanian city of Ramnicu Valcea looks like an idyllic mountain oasis.
CYBERSECURITY
Russian ‘Evil Corp’ cybercrime gang bilked millions in By Terry Moran, John Kapetaness, and Lauren Effron ©
: - January 3, 2019, 6:05 AM 6O X B 4
hacking spree, officials charge By 3 2009, 0:

0:01 /10:16

'No company which can't be hacked': The remote Romanian town dubbed 'Hackerville' Ramnicu Valcea, Romania, has

earned a reputation for being a hacker breeding ground, both those who break into systems and steal information, as well
as those trying to stop them.

One of the alledged hackers who the Department of Justice believes was involved in fraud that &quot,would
be difficult to imagine if they were not real.&quot; | NCA

By TIM STARKS

12/05/2019 11:18 AM EST f X Qb
Updated: 12/05/2019 12:26 PM EST

Three hours north of Romania's capital city of Bucharest, into the mountains and rural
towns of the eastern European country, lies the city of Ramnicu Valcea.
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Intentional Damage to a Computer

CYBERSECURITY

Russian ‘Evil Corp’ cyberc
hacking spree, officials ch

«e an idyllic mountain oasis.

DESCRIPTION
Aliases: Maksim Yakubets, "AQUA"
Date(s) of Birth Used: May 20, 1987 Place of Birth: Ukraine
Hair: Brown Eyes: Brown
Height: Approximately 510" Weight: Approximately 170 pounds
Sex: Male Race: White
Citizenship: Russian

REWARD

The United States Department of State’s Transnational Organized Crime Rewards Program is offering a
reward of up to $5 million for information leading to the arrest and/or conviction of Maksim Viktorovich

Yakubets.
SANCTIONS
Romanian town dubbed 'Hackerville’ Ramnicu Valcea, Romania, has
One of the alledged hackers who the Departr und, both those who break into systems and steal information, as well
be difficult to imagine if they were not real.& .
X .Zy@%v ,
By TIM STARKS -
12/05/2019 11:18 AM EST . - .
Updated: 1 2/05/2019 12:26 PM EST Yakubets speaking with a police officer next to his Lamborghini Huracan. National Crime Agency (NCA) ta.]. Clty Of Bucharest, lntO the mountalnS and I‘ural

towns of the eastern European country, lies the city of Ramnicu Valcea.



== A Cybercrime That Changed the World

It started with a simple bank heist.
But cybercriminals accidentally laid the foundation for cyberwarfare

<% WIKIPEDIA
‘i The Free Encyclopedia
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i= Bangladesh Bank robbery XA 8languages v

Article  Talk Read Edit View history Tools v

From Wikipedia, the free encyclopedia

Not to be confused with the 2015-2016 SWIFT banking hack.

The Bangladesh Bank robbery, also known colloguially as the
|Bang|adesh Bank cyber heistl” was a theft that took place in
February 2016. Thirty-five fraudulent instructions were issued by
security hackers via the SWIFT network to illegally transfer close
to US$1 billion from the Federal Reserve Bank of New York
account belonging to Bangladesh Bank, the central bank of
Bangladesh. Five of the thirty-five fraudulent instructions were
successful in transferring US$101 million, with US$81 millio
traced to the Philippines and US$20 million to Sri Lanka. Th’I
Federal Reserve Bank of New York blocked the remaining thirty

&

The Federal Reserve Bank of New York
transactions, amounting to US$850 million, due to suspicions Building

raised by a misspelled instruction.[?] As of 2018, only around

US$18 million of the US$81 million transferred to the Philippines

has been recovered,®] and all the money transferred to Sri Lanka has since been recovered. Most of the money
transferred to the Philippines went to four personal accounts, held by single individuals, and not to companies or
corporations.



== A Cybercrime That Changed the World

FBI suspicion of North Korea |[edit]

Federal prosecutors in the United States have revealed possible links between the government of North Korea and the theft|[26]

According to this report, U.S. prosecutors suspected that the theft was perpetrated by criminals backed by the government of North
Korea. The report also said that to be included in the charges are "alleged Chinese middlemen", who facilitated the transfer of the
funds after it had been diverted to the Philippines.[?’]

Some security companies, including Symantec Corp and BAE Systems, claimed that the North Korea-based Lazarus Group, one of

the world's most active state-sponsored hacking collectives, were probably behind the attack. They cite similarities between the

methods used in the Bangladesh heist and those in other cases, such as the hack of Sony Pictures Entertainment in 2014, which U.S.
officials also attributed to North Korea. Cybersecurity experts say Lazarus Group was also behind the WannaCry ransomware attack
in May 2017 that infected hundreds of thousands of computers around the world.[28]

The Cybersecurity and Infrastructure Security Agency published an alert "FASTCash 2.0: North Korea's BeagleBoyz Robbing Banks",
which attributed the Bank of Bangladesh hack in 2016 to BeagleBoyz. The agency claimed that BeagleBoyz is a threat actor group
under the North Korean government's Reconnaissance General Bureau, and have been active since 2014.12°!

US National Security Agency Deputy Director Richard Ledgett was also quoted as saying that, "If that linkage from the Sony actors to
the Bangladeshi bank actors is accurate—that means that a nation state is robbing banks."[2°!

The U.S. has charged a North Korean computer programmer, Park Jin Hyok,[31] with hacking the Bangladesh Bank, alleging this was
carried out on behalf of the regime in Pyongyang. The same programmer has also been charged in connection with the WannaCry 2.0
virus and the 2014 Sony Pictures attack.[32]



% The Rise of Cybercrime Empires

Cybercriminals evolve into billion-dollar operations

ARCTIC Platform  Solutions  Why ArcticWolf  Resource:
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2020 to Today: Billions of Dollars Lost

If the 2010s were the decade where cybercrime was finding its footing, the 2020s have seen the
ecosystem sophisticate in new ways.

There have been two colliding forces this decade: One is an overall rise in cybercrime driven by
technological advances as well as socioeconomic forces particularly in Eastern Europe and Asia,
and the other is the rapid digitization of organizations who are turning to the cloud, individual
endpoints, and global expansion, but are doing so faster than their cybersecurity measures can

keep up.

The results?

Cybercrime is now a 1.5 trillion-dollar industry|

» Cybercrime is the number one global business risk

e The average cost of a data breach is now $4.45 million USD

» 82% of breaches involve the cloud

¢ Cybercriminals are frequently targeting healthcare, which is now the top attacked industry
e Phishing and compromised credentials are the top two attack vectors

¢ Ransomware made up 24% of attacks in 2023

O B nttps//www.bluevoyant. com/knowledge-center/cybercrime-history-global-impact-protective-measures-2022
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To understand theglobal status of cybercrime let's review a few

statistics from thd FBI's 2021 Internet Crime Reportjwhich details

cybercrime complaints received by the FBI and the damage they

caused:

. IFinanciaI loss from cybercrime increased to $6.9 billion per annum),

up from $4.2 the previous year.

« Business email compromise scams, typically involving spear

phishing, which are targeted social engineering attacks against ‘
executives or other privileged roles, resulted in losses oI $2.3 billion.

« Romance scams, which involve attackers gaining the trust and

affection of a victim and

tricking them into transferring funds, were

responsible for losses of

$953 million.

» Cryptocurrency attacks, in which attackers take advantage of the

growing use of cryptocurrency in the legitimate economy to steal

funds, were responsible for losses f $1.6 million.

» Technical support scams are still prevalent and accounted for
losses of $347. Most of the losses were experienced by individuals

older than 60.

« Ransomware, while considered a sg curity threat,
resulted in relatively smaller losses §f $49 millionfHowever, this

could be skewed by the fact that many victims do not report attacks

to the FBI, and might not take into account additional costs such as

lost business, lost time, or the cost of corporate incident response



= Cybercrime Meets Geopolitics

Nation-states weaponizing cyber gangs
The line between cybercrime and cyberwarfare blurs
NotPetya (2017): Disguised as ransomware butactually cyberwar

= mImEm SECURITY POLITICS GEAR THE BIG STORY BUSINESS SCIENCE CULTURE TIDEAS MERCH SIGN IN SUBSCRIBE

The Untold Story of NotPetya, the Most Devastating Cyberattack in History

Crippled ports. Paralyzed corporations. Frozen government agencies. How a single piece of code crashed the world.

IT WAS A perfect sunny summer afternoon in Copenhagen when the world’s
largest shipping conglomerate began to lose its mind.

The headquarters of A.P. Maller-Maersk]sits beside the breezy, cobblestoned
esplanade of Copenhagen’s harbor. A ship's mast carrying the Danish flag is
planted by the building’s northeastern corner, and six storles of blue-tinted
windows look out over the water, facing a dock where the Danish royal
family parks its yacht. In the building’s basement, employees can browse a
corporate gift shop, stocked with Maersk-branded bags and ties, and even a
rare Lego model of the company’s gargantuan Triple-E contalner ship, a
vessel roughly as large as the Empire State Building laid on its side, capable

of carrying another Empire State Bullding—sized load of cargo stacked on top
nf it




Cybercrime Meets Geopolitics

In June 2017, theNotPetya cyberattack, initially targeting Ukraine, rapidly spread worldwide,
severelyimpacting numerous organizations, including the Danish shipping giant Maersk.

The malware infiltrated systems through a compromised update of the Ukrainian tax software M.E.Dog which
was widely used by businesses operating in Ukraine.

Once inside a network, NotPetya propagated swiftly, encrypting data and rendering systems inoperable.
Maersk, having operations in Ukraine and utilizing the M.E.Docsoftware, became one of the most prominent

international victims.

The attack forced Maersk to halt operations temporarily, leading to significant disruptions in global shipping
logistics.

The company had to reinstall thousands of servers and workstations, a massive undertaking thathighlighted
the far -reaching consequences of cyberattacks originating from localized geopolitical conflicts.



= Cyberwarfare in Action
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= Cyberwarfare in Action

Iran’s Influence Objectives in the Israel-Hamas War

Iran’s operations worked toward four broad objectives: destabilization, retaliation, intimidation, and
undermining international support for Israel. All four of these objectives also seek to undermine Israel
and its supporters’ information environments to create general confusion and lack of trust.

Destabilization through polarization

Iran's targeting of Israel during the Israel-Hamas
war has increasingly focused on stoking domestic
conflict over the Israeli government's approach
to the war. Multiple Iranian influence operations
have masqueraded as Israeli activist groups to
plant inflammatory messaging that criticizes the
government's approach to those kidnapped and
taken hostage on October 7.7 Netanyahu has
been a primary target of such messaging, and calls
for his removal were a common theme in Iran's
influence operations.®

Retaliation

Much of Iran's messaging and choice of targets
emphasizes its operations' retaliatory nature.

For example, the duly named persona Cyber
Avengers released a video showing Israel's Defense
Minister stating that Israel would cut off electricity,
food, water, and fuel to Gaza City (see Figure 9),
followed by a series of claimed Cyber Avengers
attacks targeting Israeli electricity, water and fuel
infrastructure® Their previous claims of attacks

on Israel's national water systems days earlier
included the message "An eye for an eye" and the
IRGC-affiliated Tasnim News Agency reported

that the group said the attacks on water systems
were retaliation for the siege on Gaza.” An MOIS-
linked group we track as Pink Sandstorm (a.k.a.
Agrius) conducted a hack and leak against an
Israeli hospital in late November that appeared to
be retaliation for Israel's days-long siege of al-Shifa
Hospital in Gaza two weeks earlier.”

Intimidation

Iran's operations also serve to undermine Israeli
security and intimidate the citizens of Israel

and its supporters by delivering threatening
messaging and convincing target audiences

that their state's infrastructure and government
systems are insecure. Some of Iran's intimidation
appears aimed at undermining Israel willingness
to continue the war, like messaging attempting to
convince IDF soldiers that they should “leave the
war and go back home” (Figure 10).*>One Iranian
cyber persona, which may be masquerading as
Hamas, claimed to send threatening text messages
to the families of Israeli soldiers, adding “The IDF
[Israel Defense Forces) soldiers should be aware
that till our families are not secure, then their
families won't be either."#* Sockpuppets amplifying
the Hamas persona spread messaging on X that
the IDF “does not have any power to protect its
own soldiers" and pointed viewers to a series of
messages allegedly sent from |DF soldiers asking
Hamas to spare their families.®

February 2024
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Undermining international
support for Israel

Iran’s influence operations targeting international
audiences often included messaging that seeks
to weaken international support for Israel by
highlighting the damage caused by Israel's
attacks on Gaza. A persona masquerading as a
pro-Palestinian group referred to Israel's actions
in Gaza as "genocide.”* In December, Cotton
Sandstorm ran multiple influence operations—
under the names “For Palestinians” and “For
Humanity"—that called on the international
community to condemn Israel's attacks on Gaza.*®
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Chinese cyber operations target strategic partners and rivals
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Gingham Typhoon targets government, IT, and
multinational entities across the South Pacific Islands

During the summer of 2023, Microsoft Threat
Intelligence observed extensive activity from
China-based espionage group Gingham
Typhoon that targeted nearly every South Pacific
Island country. Gingham Typhoon is the most
active actor in this region, hitting international
organizations, government entities, and the

IT sector with complex phishing campaigns.
Victims also included vocal critics of the Chinese
government.

Diplomatic allies of China who were victims

of recent Gingham Typhoon activity include
executive offices in government, trade-related
departments, internet service providers, as well as
a transportation entity.

Heightened geopolitical and diplomatic
competition in the region may be motivations
for these offensive cyber activities. China pursues
strategic partnerships with South Pacific Island
nations to expand economic ties and broker
diplomatic and security agreements. Chinese
cyber espionage in this region also follows
economic partners.

For example, Chinese actors engaged in large-
scale targeting of multinational organizations in
Papua New Guinea, a longtime diplomatic partner
that is benefiting from multiple Belt and Road
Initiative (BRI) projects including the construction
of a major highway which links a Papua New
Guinea government building to the capital city’s
main road’
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Chinese threat actors retain focus on South China Sea amid Western military exercises

China-based threat actors continued to target
entities related to China’s economic and military
interests in and around the South China Sea. These
actors opportunistically compromised government
and telecommunications victims in the Association
of Southeast Asian Nations (ASEAN). Chinese

military drills conducted in the region. In June
2023, Raspberry Typhoon, a nation-state activity
group based out of China, successfully targeted
military and executive entities in Indonesia and a
Malaysian maritime system in the weeks prior to a
rare multilateral naval exercise involving Indonesia,
China, and the United States.

Similarly, entities related to US-Philippines military
exercises were targeted by another Chinese cyber
actor, Flax Typhoon. Meanwhile, Granite Typhoon,
yet another China-based threat actor, primarily
compromised telecommunication entities in the
region during this period, with victims in Indonesia,
Malaysia, the Philippines, Cambodia, and Taiwan.

Since the publication of Microsoft's blog on Flax
Typhoon, Microsoft has observed new Flax Typhoon
targets in the Philippines, Hong Kong, India,

and the United States in the early fall and winter

of 2023.? This actor also frequently attacks the
telecommunications sector, often leading to many
downstream effects.

state-affiliated cyber actors appeared particularly
interested in targets related to the numerous US

Nepal
Microsoft Threat Intelligence
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Nylon Typhoon
compromises foreign
affair entities worldwide

China-based threat actor Nylon Typhoon has continued
its long-running practice of targeting foreign affairs

‘ar;:;; entities in countries around the world. Between June and
December of 2023, Microsoft observed Nylon Typhoon at
government entities in South America including in Brazil,
Guatemala, Costa Rica, and Peru. The threat actor was also
observed in Europe, compromising government entities
in Portugal, France, Spain, Italy, and the United Kingdom.
While most of the European targets were government
entities, some IT companies were also compromised. The
purpose of this targeting is intelligence collection.
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! Figure 2: Observed events targeting countries in or around the South China Sea by Flax Typhoon, Granite Typhoon, or Raspberry Typhoon.
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North Korea cyber operations

North Korean cyber threat actors stole hundreds of millions of dollars in cryptocurrency, conducted software
supply chain attacks, and targeted their perceived national security adversaries in 2023. Their operations
generate revenue for the North Korean government—particularly its weapons program—and collect
intelligence on the United States, South Korea, and Japan.'

Microsoft Threat Intelligence
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North Korean cyber actors
loot a record-setting amount
of cryptocurrency to generate
revenue for state

The United Nations estimates that North
Korean cyber actors have stolen over $3
billion in cryptocurrency since 2017.7 Heists
totaling between $600 million and $1 billion
occurred in 2023 alone. These stolen funds
reportedly finance over half of the country’s
nuclear and missile program, enabling North
Korea's weapons proliferation and testing
despite sanctions.”® North Korea conducted
numerous missile tests and military drills over
the past year and even successfully launched a
military reconnaissance satellite into space on
November 21, 2023
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A year of Russian
hybrid warfare in Ukraine

What we have learned about nation state tactics so far
and what may be on the horizon

March 15, 2023
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Phase 2: Cyber and influence focus turns to
undermining Kyiv's foreign and domestic support

Late March 2022 - September 2022

From late March to April 2022, Russian forces
withdrew from their axes of advance toward

Kyiv from the north and east to focus on

Donbas and other then-occupied regions.®

At this time, Microsoft observed a cyber and
influence operational pivot to target material and
political support to Ukraine. Microsoft telemetry
showed Russian threat actors directing their
destructive cyberattacks toward the logistics

and transportation sector inside Ukraine

possibly to disrupt weapons or humanitarian
flow to the frontlines. As reported in June,
Microsoft observed GRU-affiliated threat actor
IRIDIUM launch destructive wiper attacks and
intelligence collection intrusions against Ukraine’s
transportation sector in the spring.*® Russian
forces launched numerous missile strikes against
Ukrainian transportation infrastructure during this
same time, suggesting a disruption of the flow of
goods and people across Ukraine as a common
objective.”

Cyber threat actors also conduced robust
cyberespionage operations against organizations
providing military or humanitarian assistance to
Ukraine. ACTINIUM, also known as Gamaredon,
conducted multiple phishing campaigns targeting
humanitarian aid and resettlement organizations
active in Ukraine, and entities involved in war
crimes investigations from April through June

20222 In April, ACTINIUM attempted to gain
access to networks of entities sympathetic

to Ukraine by sending phishing emails
masguerading as Ukrainian military officials
asking for additional humanitarian and military
assistance. From late May to June, the group
sent targeted phishing emails to multiple relief
organizations based in Ukraine and the Baltics,
as well as intergovernmental agencies assisting
victims of war and documenting war crimes.

Since at least May, SEABORGIUM, also known

as ColdRiver, has sent phishing messages to
compromise organizations that produce or
transport weapons, drones, protective equipment,
and other military supplies for US and European
military customers. Many of the targeted

March Microsoft Threat 8
2023 Intelligence

organizations provide services in support of
Ukraine.**

Moscow also remobilized its propaganda efforts

to target populations within occupied Ukrainian
territory and abroad, pivoting to focus on fighting
that hit the Zaporizhzhia Nuclear Power Plant in
southern Ukraine, with Russia's propagandists
fearmongering about nuclear attacks.* Aiming to
garner Kremlin-aligned coverage in international
press, the Russian government sponsored a PR
tour of Danbas in the spring—with press members
visiting from France, Germany, India, and Turkey,
among others—as well as tours to the Zaporizhzhia
Nuclear Power Plant.** Kremlin-affiliated occupation
authorities even appeared to take control of much
smaller radio stations and local print outlets in many
occupied cities.*
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Screenshot of one of the phishing messages ACTINIUM sent to accounts at Ukraine- based humanitarian organizations between April
and June. The themes ranged from purported official communications on decrees and requests for additional humanitarian assistance.
The lure above, masquerading as a communication from Ukraine's General Prosecutor’s Office, concerns procedures for reports on

high-profile criminal cases, according to machine translation.

33, Qur statement about support ta Ukraine is based on information posted on the impacted
arganizations’ public websites.

29. https,/fwww.reuters.com warld /europe/russia-says-first- phase-ukraine - operation-mosty- 30. httpsyiquery.prod.cms.rtmicrosoft.com/cms/api/amybinary RESIKOK
complete-facus-now-donbass-2022-03-25/; hitps:/fwww.businessinsider.com/russian-
forces-withdraw- kyiv-failure - capture- ukraine-capital- city-war-2022-4; https:j/thehil. com/
policyidefense/I260613-pentagan-russian-forces-cutside-kyiv-cherniniv-have-completely- 32, For past reparting on the technical details of ACTINIUM's phishing campaigns see
withdrawn/ https:/funwumicrosaft comyen-Ls/security/blog/ 2022/02/04/actinium-targets- ukrainian-

organizations/

35, hittps:t.co/gY6zIZTDCD

31 hitpssffwwuecnn com/2022/05/04feurope//ukraine -russia-railways-intl/index. html 36. hitps 1. me/Kharkov_7_news/10665

34. https/feuvsdisinfo.eu/report/ukraines-attack-on-zaporizhzhia- plant-is-nuclear-terrorism
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