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Intro

ÅCybersecurityarchitect

Å11+ years in IT&C

Å6+ years in cybersecurity

ÅFormer Microsoft, former Entrust / ICY Security / Columbus, 

...and now Microsoft again.
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A Cybercrime That Changed the World
It started with a simple bank heist. 

But cybercriminals accidentally laid the foundation for cyberwarfare
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The Rise of Cybercrime Empires

Cybercriminals evolve into billion-dollar operations



Cybercrime Meets Geopolitics

Nation-states weaponizing cyber gangs

The line between cybercrime and cyberwarfare blurs

NotPetya (2017): Disguised as ransomware but actually cyberwar



Cybercrime Meets Geopolitics

In June 2017, the NotPetya cyberattack, initially targeting Ukraine, rapidly spread worldwide, 

severely impacting numerous organizations, including the Danish shipping giant Maersk. 

The malware infiltrated systems through a compromised update of the Ukrainian tax software M.E.Doc, which 

was widely used by businesses operating in Ukraine. 

Once inside a network, NotPetya propagated swiftly, encrypting data and rendering systems inoperable. 

Maersk, having operations in Ukraine and utilizing the M.E.Doc software, became one of the most prominent 

international victims. 

The attack forced Maersk to halt operations temporarily, leading to significant disruptions in global shipping 

logistics. 

The company had to reinstall thousands of servers and workstations, a massive undertaking that highlighted 

the far -reaching consequences of cyberattacks originating from localized geopolitical conflicts. 
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